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Recent Automotive Security Issues

mNet Search ZDNet

#&  Hot Topics

Asia Edition SaaS | Security @ Apps | India @ CXO ] Singapore | SMBs | Smartphones | Clond

MUST READ: iPad 5 features thai are coming your way

Topic: Securify Followvia: =y [
Related Stories

HaCkGI‘S Steal keyleSS BMW iIl - Welcome to buIIvW_are:_ Malware
under 3 minutes (video)

hunt
Anonymous State of the Union
Summary: It's cool to have a keyless BMW, until you no longer have a keyless BMW. Hackers threat is official: What you should

have figured out how to break into such cars with ease. BMW has acknowledged there is a know

S'pore gallium nitride research
linked to US enagineer's death

“ W Follow @emilprotalinski
@ Anonymous hacks US Sentencing

Commission, distributes files

problem, but is not doing enough to protect its customers.

By Emil Protalinski for Zero Day | July 9, 2012 -- 18:29 GMT (20:29 CEST)

Stolen BMW 1M Coupe in less than 3 minutes

prepe Resource Cenire
ZDNet L Useful content from our premier sponsors
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Sources:

Paul Milbredt, AUDI AG, EFTA 2010 - Switched FlexRay: Increasing the Effective Bandwidth and Safety of FlexRay Networks
BMW Group, FTF 2010 Orlando - Energy Saving Strategies in Future Automotive E/E Architectures
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Audi A8 - 1994
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Source: Selbststudienprogramm - Audi A8 Audi ABS/EDS/ASR (Bosch)

Martin Lukasiewycz 5 TUT crenre



Audi A8 - 2010
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Source: Selbststudienprogramm - Audi A8 10 Bordnetz und Vernetzung
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Automotive Industry

OEMs

BMW, Volkswagen, General Motors,
Toyota, Daimler

Tier 1

Bosch, Continental, Delphi, Denso

Tier 2

Infineon, NXP, Freescale, Renesas
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State-of-the-art E/E Architecture
Source: Selbststudienprogramm - Audi A8 *10 Bordnetz
und Vernetzung
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Costs:
Scalability,
Flexibility,
Extensibility

=N

Ethernet & IP

- 1 1 1 _

Server. n-l-u-4°‘."."..‘f.‘.;":.,‘“"
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L] U
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,Domain architecture “

Domain Architecture Concept from BMW

Source: Ethernet for Automotive Applications. Robert
Bruckmeier. Freescale Technology Forum, Orlando. June 23,
2010.
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In-vehicle network today / Access poin

keyless
entry

)y

sub-network
(LIN)
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OBD-II
port Ry M conval

gateway

H P Ho

comfort infotainment safety chassis
(CAN) (MOST) (CAN) (FlexRay)
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Trend 2: Connected Car

0 AppStore

Audi AG — Audi Connect Apple Inc.
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Top Ten Most-Destructive Computer Viruses—

Source: http://www.smithsonianmag.com/science-nature/Top-Ten-Most-Destructive-
Computer-Viruses.html

1) Stuxnet (2009-2010)

2) Conficker Virus (2009)

3) agent.btz (2008)

4) Zeus (2007)

5) Poisonlvy (2005)

6) MyDoom (2004)

7) Fizzer (2003)

8) Slammer (2003)

9) Code Red (2001)

10) Love Letter/| LOVE YOU (2000)
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Automotive Design Objectives

TH! WORLD’S ONLY RELIABLE NEWSPAPER

COMPUTER VIRUS
SPREADS T0 HUMANS!

Security issues in vehicles
can lead to fatal
consequences.
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Wireless connectivity Malicious software

€3 Bluetooth

www.computer-automation.de

Accessible buses/ECUs Unprotected sensors

shoeobsession.wordpress.com

westseattleblog.com VDO
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More than two billion CAN nodes have been sold since the
protocol's development in the early 1980s.

Source: D. Wrampler Security Threats and Countermeasures for Intra-vehicle Networks

CAN

s : R
0 i 7| o | 0..8Byte Data Field
Flioals[7]els[4[3]2[1]0|R
Nodel1 . |
Node 2 _
Node 3
Control Field | Data Field Node 3
Nede 3
) 2) @
1 T
Bus Leval Arhitration Phase Conftrol Field Data Field Node 3
~ »| Node 3
Source:

http://www.ixxat.com/can-controller-area-network-

introduction_en.html
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CAN bus operation

ECUO

ECU1

priority

ECU 2
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CAN vs Secure communication
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2 o 2 2
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CAN vs Secure communication

normal read modify 1=
2 e 2 2
) Ll el s 3 § 5 2
© (o] E -
attacker attacker violated principle € E c £ @2
create interrupt remove confidentiality X X
) X ) [y [ integrity X X
attacker attacker attacker availability X X

confidentiality feasible feasible Available (IPSEC)
integrity - ( only 8byte) feasible Available (IPSEC)
availability - (Event-Triggered) Available (Time- Feasible (PTP +
Tiggered protocol + switches: bus
Bus guardian) guardian possible )
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Drive-by-wire

Charging
plug

Battery
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Drive-by-Wire

Energy-efficient recuperation

Enabler of new drive-train architectures

& Fully new vehicle
design concepts

Locally drives
concepts

l_

Damping

Steering

Source: Gunter Freitag, Eine zukunftsfahige E/E-Architektur fir PKW
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Vehicle-to-grid / Charging plug

ISO/IEC 15118:

BMW Server

Certification -

. Billing e Service .
Authority

Server

key management certification authorization |~ ! “l'
remote service relay | billing i |
user gateway )| tariff ot

information

remote service
remote update

Standardized Communication based oﬁ
ISO/IEC 15118 (PLC Home-Plug,

GreenPHY) between Car and EVSE

-—j ; fleet supervision

authentication charge negotiation =
charge negotiation charge monitoring A
charge monitoring authorization evaluation &
metering
remotce control
remote service Grid Operator :
media access ﬁlearmg

ouse

£ N ZUN

ANANA
grld parameters ﬂE'A "

authorization
payment

L

) l :
i - charge monitor 8

remote control

media access
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Battery Management

Monitors:

current
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Cell Operation

o
4.03 %%%%
3.86 i 2N -
o LiCoO
3.69 99000 e&‘;{;@ Battery Safety
3.52 °°°ooe%

LiFe P04 1

Source: http://mwww.digikey.com/us/en/techzone/energy-
harvesting/resources/articles/battery-fuel-gauges.html
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Thank you for your attention.

Questions?
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